

employer.
A text message that asks you to call a number to confirm a “suspicious purchase” on your
credit card. When you call, the operator will know your name and account information
and ask you to confirm your ATM PIN. (This is a form of SMSishing.) What should you do?

Recommendations
 Be suspicious of unsolicited emails, text messages, and phone callers. Use discretion
when providing information to unsolicited phone callers, and never provide sensitive
personal information via email.
 If you want to verify a suspicious email, contact the organization directly with a known
phone number. Do not call the number provided in the email. Or, have the company
send you something through the US mail (which scammers won’t do).
 Only open an email attachment if you are expecting it and know what it contains. Be
cautious about container files, such as .zip files, as malicious content could be packed
inside.
 Visit websites by typing the address into the address bar. Do not follow links embedded
in an unsolicited email.
 Use discretion when posting personal information on social media. This information is a
treasure-trove to spear phishers who will use it to feign trustworthiness.
 Keep all of your software patched and up-to-date. Home users should have the auto
update feature enabled.
 Keep your antivirus software up-to-date to detect and disable malicious programs, such
as spyware or backdoor Trojans, which may be included in phishing emails.
For More Information
Anti-Phishing Working Group: www.antiphishing.org
Internet Crime Complaint Center (IC3): www.ic3.gov/default.aspx
Federal Trade Commission: https://www.consumer.ftc.gov/articles/0003-phishing
More information on the CIS Critical Security Control 7: Email and Web Browser Protections:
https://www.cisecurity.org/critical-controls.cfm
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