


6. Be	careful	downloading	apps.	Apps	provide	a	 lot	 of	wonderful	 capabilities	 for	 your	
device,	but	they	are	also	a	common	way	that	malicious	actors	disseminate	malware	or	
gather	 information	 about	 you.	 Always	 make	 sure	 you	 trust	 the	 app	 provider	 and	
download	the	app	from	the	Google	Play	Store,	Apple’s	App	Store,	or	other	trusted	source,	
as	 they	 proactively	 remove	 known	malicious	 apps	 to	 protect	 users.	 Be	 proactive	 and	
make	 sure	 that	 you	 read	 the	 privacy	 statement,	 review	 permissions,	 check	 the	 app	
reviews,	 and	 look	 online	 to	 see	 if	 any	 security	 company	 has	 identified	 the	 app	 as	
malicious.		

	
7. Set	 up	 a	 non‐privileged	 account	 for	 general	 web	 use.	 Privileged	 (such	 as	

Administrator	or	Root)	accounts	allow	you	to	make	changes	in	how	your	device	operates,	
but	 a	 compromised	 administrator	 account	 provides	 attackers	 with	 the	 authority	 to	
access	anything	on	your	device.	Use	a	non‐privileged	account	when	browsing	websites	
and	checking	emails.	

	
8. Enable	encryption.	Encryption	makes	it	hard	for	attackers	who	have	gained	access	to	

your	device	to	obtain	access	to	your	information.	Turn	on	encryption	features.	
	

9. Maintain	your	device’s	security.	Remember	 that	 setting	your	device	 to	be	 secure	 is	
great,	but	you	have	to	keep	those	settings,	as	well.	It	may	be	tempting	to	do	away	with	
some	of	the	security,	such	as	a	lock	screen	password,	or	allowing	the	settings	to	change	
when	you	get	an	app	update,	but	that	puts	your	device	and	information	at	risk.		

	
By	using	caution	and	following	these	tips,	you	can	help	secure	your	new	device	and	protect	
your	information.		Have	a	safe,	secure,	and	joyous	holiday	season!	
	
How	to	create	a	strong	password:	
http://msisac.cisecurity.org/whitepaper/documents/Security%20Primer%20‐
%20Securing%20Login%20Credentials.pdf		
	
Advice	for	connecting	a	new	computer	to	the	Internet:	
https://www.us‐cert.gov/ncas/tips/ST15‐003		
	
Safe	online	shopping	tips:	
http://msisac.cisecurity.org/newsletters/2015‐11.cfm		
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to help them behave in a more secure manner within their work environment. While some of the tips may relate to maintaining a home computer, 
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